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The main goal of this research is to propose a novel and extensive IoT attack dataset to foster 
the development of security analytics applications in real IoT operations. To accomplish this, 33 
attacks are executed in an IoT topology composed of 105 devices. These attacks are classified 
into seven categories, namely DDoS, DoS, Recon, Web-based, Brute Force, Spoofing, and 
Mirai. Finally, all attacks are executed by malicious IoT devices targeting other IoT devices.
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